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Abstract — The E-budgeting file code delivery system is one of the right choices for a company to send and store 

large amounts of data neatly and properly. Currently, Bank XYZ has not yet implemented an Android-based file 

delivery and storage system, resulting in difficulties in locating previously sent files. To address this issue, Bank 

XYZ has developed an E-budgeting file code delivery system. This system is Android-based and operates using 

Android smartphones online. It is also designed to securely store files using AES (Advanced Encryption Standard) 

encryption and LSB (Least Significant Bit) steganography methods. The purpose of the E-budgeting file code 

delivery system is to facilitate the secure transmission of these codes to the relevant parties. 
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I.  INTRODUCTION 

A bank is a financial intermediary institution, 

generally established with the authority to accept 

deposits, lend money, and issue promissory notes or 

banknotes [1]. In conducting banking activities, there 

are several processes that must be carried out. In this 

case, Bank XYZ also has a process for providing 

budgets to other regions (Bank XYZ branches, of 

which there are 18 locations that handle this). One of 

these processes involves sending an E-budgeting code 

(an electronic budget preparation system). 

The problem encountered was that when the head 

office sent a letter to the regional office, the letter was 

supposed to be known only to the regional office 

concerned, but often there were leaks regarding the 

code, which resulted in parties without authority 

deliberately debiting the budget. Due to this problem, 

an Android application was needed to secure the code, 

where there were user accounts for all regions to send 

the E-budgeting code secretly.  

The technique of keeping messages confidential is 

not limited to cryptography [2]. There is another 

technique that has been used for centuries, namely 

steganography. Steganography is the science and art of 

hiding secret messages within other messages so that 

the existence of the secret message cannot be detected 

[3]. 

Steganography comes from the Greek word 

“steganos,” which means “hidden writing.” 

Steganography is very different from cryptography [4]. 

While cryptography conceals the meaning of a 

message while its existence remains intact, 

steganography conceals the existence of the message 

itself [5]. In previous studies, LSB was used because it 

inserts data into the least significant bits of image 

pixels. The bit changes are so small that they are 

undetectable to the human eye and do not affect the 

image results [6].  

Another method for maintaining message 

confidentiality is encryption. Encryption is the process 

of securing information by converting it into a format 

that cannot be read without a specific key. The goal is 

to protect data from unauthorized access, both when 

the data is stored (data at rest) and when it is being 

transmitted (data in transit). One symmetric algorithm 

with fast operations is the Advanced Encryption 

Standard (AES) [7][8]. In this study, the AES 

(Advanced Encryption Standard) method was used, 

which is a widely popular and widely used symmetric 

cryptographic algorithm for securing digital data. AES 
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was established as an encryption standard by the NIST 

(National Institute of Standards and Technology) in 

2001, replacing the DES (Data Encryption Standard), 

which was deemed no longer secure [9]. 

Development Method System 

In this study, the application development method 

used is the waterfall method, which is one of the most 

classic and structured software development process 

models. The flow is as shown in the Figure 1. 

 

Figure 1. Waterfall method  

Use steganography and encryption 

This study combines steganography and 

encryption. In steganography, messages are “hidden” 

by replacing or adding bits. This bit replacement is 

known as the Least Significant Bit (LSB) input for 

each sampling with the encoded data. Meanwhile, 

encryption is used to “disguise” the messages being 

sent. In this study, AES is used. The AES algorithm 

operates on symmetric ciphertext blocks that can 

encrypt (encipher) and decrypt information [10]. The 

AES algorithm uses the Rijndael algorithm with 

cryptographic keys of 128, 192, and 256 bits to encrypt 

and decrypt data. 

The system development flow is shown in Figure 

2, which is the general flow, and Figure 3 shows the 

detailed flow below. 

 

Figure 2. The process of creating encrypted and 

steganographic files 

 

 

Figure 3. Detailed flow 

RESULTS AND DISCUSSION 

When the application is first launched, the main 

login page is used to verify the user, whether the user 

is an admin or a user, as shown in Figure 4 below. 

 

Figure 4. Login Menu 

 

Continue with main menu for uploading files to be 

encrypted, as shown in Figure 5 below. 
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Figure 5. Main menu 

The MP3 file will be uploaded via the embedding 

menu, which is used as a “carrier” file for the code, as 

shown in Figure 6 below. This is followed by filling in 

the secret message in the form of an e-budgeting code 

with a password that works with the AES and LSB 

algorithms. Then click the hide button to save it to the 

database, so that the data can be sent to the user by 

accessing the database. 

 

Figure 6. Upload file Menu 

On the Extraction menu, users decrypt encrypted 

files. This page is quite simple; users just need to attach 

the encrypted file, then enter the key or password. 

After that, click the READ FILE button and the 

message will be readable, as shown in the display menu 

in Figure 7. 

 

Figure 7. Read message or file  

 

The test was conducted by comparing the size of 

MP3 files before and after encryption and 

steganography processes. The test results are shown in 

the table below. 

Table 1. Testing  

 

The table below compares the binary code of an 

MP3 file before and after encryption. Since the binary 

code in an MP3 file is very large, only a portion of the 

binary code is displayed. 

Table 1. Comparison of binary encryption 
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CONCLUSION 

 This application provides a sense of security when 

sending confidential files that are only intended to be 

viewed by administrators or certain individuals who 

have been granted access rights and this application is 

an android-based application. However, it can also be 

developed as a web-based application.  

 This app can only hide text data up to 1000 

characters. To achieve maximum and fast results in the 

encryption process, the MP3 files used must have a 

minimum capacity of 6.5 Kb to 5 Mb. 
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